
Developer PC

Private keyPublic key

SimulatorSetup.exe Checksum

Hash

SimulatorSetup.sig

Encode using 
private key

https://www.simzentrum.de/fileadmin/Simzentrum/QSCheck.html

SimulatorSetup.exe

SimulatorSetup.sig

SimulatorSetup.exe

SimulatorSetup.sig

User PC GitHub

Upload
(Transport security: 
German Research 
Network Certificate)

Download
(Transport security: 
German Research 
Network Certificate)

Download
(Transport security: 
GitHub Certificate)

Upload
(Transport 
security: 
GitHub 
Certificate)

QSCheck.html does the following:

- It calculates the hash of the exe file.
- It decodes the sig file using the built-in 
public key.
- It compares the the calculated hash 
with the decoded hash.

Since the hash value was encrypted 
using a private key only known to the 
developer and the public key was 
transfered on a secured (GitHub-free) 
channel to the user, the integrity of the 
exe file can be validated end-to-end.
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QSCheck.html runs in the 
browser at the user and 
does not upload anything 
to the internet.
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