EU-based download integrity checker for Warteschlangensimulator
https://www.simzentrum.de/fileadmin/Simzentrum/QSCheck.html

User PC GitHub

‘ Decoded checksum ‘

F N

i |
I Hash 1
I I
I I
| ‘ Calculated checksum ‘ 1
I Decode :
T

; using I
1 public :
I

- key Compare ! i
1 A 4 1
I I
I I
I I
I I

e —————————————— - - - ’
1 4 .
1 % SCheck.html d the foll :
| QSCheck.htmi runs in the S QSCheckchtml does the following
i browser atthe user and /’ - It calculates the hash of the exe file.
1 does not upload anything % - It decodes the sig file using the built-in
to the internet. 4 ;
: R4 public key.
H R4 - It compares the the calculated hash
: /7 with the decoded hash.
%
QSCheck.html Since the hash value was encrypted

using a private key only known to the

developer and the public key was
transfered on a secured (GitHub-free)
channel to the user, the integrity of the

exe file can be validated end-to-end.

Public key
y N
Download
(Transport security:
German Research
Network Certificate)
Encode using
private key
-
Hash
QSCheck.html
i (Transport security: . .
Public key German Research Public key Private key
Network Certificate)
* X 5%
* *
* *
IV\’_Z -G S Developer PC
imulation Science Center



https://www.simzentrum.de/fileadmin/Simzentrum/QSCheck.html

	Seite 1

